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E Basic security requirements

Services and mechanism security requirements

[ | [ | [ Security |
Data Data Lo - Access
confidentiality | integrity | Authentication I Nonrepudiation | control Goal
|> Anti-change — Peer entity f— Proof of origin ‘
Anti-replay L Data origin Proof of delivery
Confidentiality | Integnity | Availabihity |
Src: Behrouz Forouzan, “G fiphy and Network Security”, The McGraw-Hill
- Snooping - Modification - Denial of service
- Traffic analysis - Masquerading
- Replying
Security mechanisms - Repudiation
— Src: Behrouz Forouzan, “Cryptography and Network Security”, The McGraw-Hill

| Encipherment |

[ Daimegry | Algorithms

Digital signature

— Authentication exchange
Mechanisms

Traffic padding

-Hashing
-Symmetric Cryptography
Asymmetric (public key)

Techniques

Routing control |
Notarization I
Access control I

Src: Behrouz Forouzan, “Cryptography and Network Security”, The M(:Graw—HillI
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» Each pair of communicating entities needs a
shared key
» If n-party system, it needs 7(n-1)/2 distinct
keys in the system and each party needs to

Certificates’ issuing,
renewal, and revocation

Keys’ storage
and update

PKTI’s
duties

maintain n-1 distinct keys Directory to ather protocols
» OR it is only » distinct keys if involving a KDC, [ [ & broviding
etc Alice | Ka access control

Bob Kp |y CA: Certification authority

Asymmetric Crypto : : QIR §
' = ecording
<« Public Announcement J =

« Trusted Center

« Controlled Trusted Center DR S iy Arplving
« (ertification Authority, X.509, and Public- Pt e
Key Infrastructures (PKI) I”"'"go" """"""" LT i

CA's private key

[ Sre: Behrouz Forouzan, “Cryptography and Network Security”, Th'e McGraw-Hill

Entity Authentication 'ﬁs Brleg e to the Pty e gen Surabaya

a technique lets one party prove the identity of Message authentication vs
another party. It can be a person, a process, a Entity Authentication
. y . . =might not happen in real time vs real time,
client, or a server. It’s identity needs to be . .
=simply authenticates one message & need to be

proved (cIaimant); the party that tries to prove repeated for each new message vs authenticate
the identity of the claimant is called the verifier | " cimant forentire duration ofa session.

| Anonymous Authentication

Password-based Challenge-response

- either Fix or One-time - either using symmetric-key,
keyed-hash func., asymmetric-
key or digital signature

Zero-knowledge

The claimant proves to the verifier
that she knows' a secret, without
revealing it. The interactions are
designed to not revealing or guessing
the secret

The claimant proves that she knows a
secret without sending it
The, :laimant reveas har sccret

Src: Behrouz Forouzan, “Cryr.ography and Network Security”, The McGraw-Hill
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Conv. Signature vs Group Signature

= jKm7h
(Bob's public key) 265¢gtBv
X16cxZ|

=

Bob (Bob's private key) 5T

Bob's friends

Charlie Susan
e
—~
Anyone can get
Bob's public key,
but Bob keeps
the secret key

Mike
-

This message was truly
sent by Bob

Digita! Signature

':.; Politeknik Elektronika Negeri Surabaya

Bridge to the Future
pons

jKmZ7h

265gtBv

X16cxZ|
=

Bob (Bob’s private key

Bob’s friends

Charlie Susan Mike

o=
: GROUP (group public key) :

This message was truly
sent by a user of the group,
but who is he?

A user of a group is allowed to anonymously
sign a message on behalf of the group.

EHas a very important feature:
v'Anonymity: nobody can determine the user.

Group Signature

Group Signature Mechanism
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mOnly issued by the GM

mContains the keys issued

by a legal authority

Made by a user. But, I
do not know who he is.

ANONYMOUS

Verifier
BWVerifies sig.

Group Manager
HEManages the users
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Valldatlon certificate

group public key
1 Revocation

------------------------------

{ User [Membership AP
E certificate é

Real o iGroup signature y

Grou I o o myrae— Group signature verification |.......
P si9 - 9¢ & revocation check k
transmission l : :

Internet

Registration
Server

« iff the verificeticn is valid, AP opens the portto allow user access the network.

Src: Amang Sudarsono, Toru Nakanishi, Yasuyuki Nogami, and Nobuo Funabiki, “Anonymous IEEE802.1X Authentication System Using Group Signatures”, Journal of Information Processing, Vol. 18, pp. 63-76, March, 201
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A user is allowed to prove the possession jger’s privacy is protected. e,
of particular attributes anonymously. CIKm7n8idQ.
) 7 265gtBvih123

. . X16cxZI0pAc i
IISImllal’ to the group signature. ] % I'give you my SIgnature,p%ﬁ;E,an}

User Verification is OK, Service

E {z;éléglgi K Requirement: ) please enjoy my serv Provider
1 1 X16cxZ| : you must be
i ~pRsl26n 18 years old ‘l
H '. nees ’ r
This is a proof that Verifier

User

I'm 18 years old Server

log

(User’s secret key) SP knows the user is

legitimated, but it doesn’t

’ | know you are 18 years old,
know who he is.

but, | don't know who you are. |

:\(%ic key)

Anoriymous Credential Anonymous Authentication
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Anonymous Credential Mechanism
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do no

Proved by a user. But, I

Brid

t know who he is.

a

.

......
e,

Certificate obtained from Issuer

Certificate |

Proves the possession of

particular attributes.

OContains user'’s

attributes:

Verifier

includes User’s credential (secret

keys)

wry..

> Name, address,
> Gender, age,

occu

pation, etc.

issuer: manages the users

electronic ID (elD)-based Anonymous Trans’.‘.;

(E Male

B MSc.

—_—

~\

B 27 years old
H Researcher

B Engineering
E Surabaya
E Indonesia

—_—

-

Generate a proof

Uder

o
.
-----------
o
o

«cce pt/Reject

prns
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(O Gender
OAge

O Occupation
O Education degree
O Education Major
O Hometown

L O Nationality )

Check attribute cat.

Verify the proof

If the selection attr.

is in the range of

‘ Enjoy the service

‘

Service
; Provider

Src: Amang Sudarsono, Toru Makanishi, and Nobuo Funabiki, “A Pairing-Based Anonymous Credential System with Efficient Attribute Proofs™, Journal of Information Processing, Vol. 20, No. 3, pp. 774-784, July, 2012
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of Travelling-User Behavior with

)
Privacy Protection (Anonymous Credential) I; Politeknik Elektronika Negeri Surabaya
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DATA UPLOADING

CHOOSING ROUTE APPLICATIONS TRACKING

| ]
o6 L 2
)} 5
Track the applications

User start by choosing usage. Thel‘tracking’is

behavior based on apps

Create travelling

Upload behaviors to the
Server. Behavior creation

526aew727mPZ (Male, 18 years old) Lat, Long Whatsapp, Cumera

kjgS892Hb7Js7L (Female, 27 years old) Lat, Long Camera, Play Music

travel route with the -~ .
. : based on duration of usage. Behavior creation doesn’t occur once, thus
assumption that the trip S
is planned before rn applications usage and is real time and changing it is uploaded with
P ' counter based on apps usage. timestamp. i
it |
APPLICATION ANONYMOUS
[ SIS NS ] [ CUISLeID R } [ CATEGORIZATION I AUTHENTICATION }
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with Privacy Protection (Anonymous Credential)

= =Y

ation | | O

® @
; a
walk, run, Seat®™own . >

@ probably lay down, | :

526aew727mPZ (Male, 18 years old) Lat,Long  Berjalan

kjgS892Hb7Js7L (Female, 27 years old) Lat,Long  Berjalan

of Group of Users Outdoor Activities X3 pol

® B

Start Gmans

FIND USER

‘ and the locatign 1 * The user
é such as ge
location afreEaeER
nseudonvmouslv.
purk Kenjoan @ _/
’ Aktifitas user : berjalan M -”-u.@ N
) Ria Beach Konu'\:we
Internet-2© thatels »
, Ria Beach Kenjeran e ’ n_a.l-..i
Pagoda Tian Ti | AEEE 7}
Atant N
Data Center A4 o el
Server ,
oamoncis [t iy Sy N
= Atlantis Land Kenjoran
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Ciphertext Policy Attribute-Based Enc.
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Ciphertext has a policy of attributes (logical formula of attributes). \
Only user with satisfying attributes can decrypt it.

"; Politeknik Elektronika Negeri Surabaya

generates Public Key (PK) and Master Key (M

(SK;) associating with the attributes S;.

[Enc] Given PK, a policy of attributes T, and
plaintext, generate the ciphertext.

[Setup] In advance, Key Generation Server (KGS)

[KeyGen] KGS generates each node i’s Secret Key

[Dec] Given SK; and the ciphertext, extract the
plaintext, if the attributes S, satisfies policy T.

K).

‘ “Dean” V (“Lecturer”A”Info. Tech”) ‘

i el

Encryptor

(“Male”, “A Univ?”,

“Lecturer”, “Info.
Tech.”)

Secret key

Decryptor

Univ.”, “Lecturer”,
”Info Tech.”)

PW Mﬁ

Key Generation
Server (KGS)

i .

‘ S=(“Male”, “A

‘% riphertext
\ 9=,

5

Encryptor

Decrypter node i
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Secure Data Exchange in Wireless
Tolerant Network

Delay
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Verifi{Certyyand Terifi(Sgg pl,}musl be valid
Eges Amu( = D“r Cry

Transmission range For(Certy) and Fer i (Sigy, }’ﬁ‘)musl bewhd
Node 2 and Node 3 Kz \A,, sic —Du(], _GE(PL SK;,

J :
-
'ude

Ni
Trmsumsmu range {1
! Node 1 and Node 2

Transmission rangs’y
Node 3 and Node 4 %,

ymmetric Key
Generator Node ,”

8|
#-
../a
H

I

CTy=Encam

Cert, btained fiom CA which includes pk|

L "
+Transmission range

+ Node 1 and Node 2
Il

MAC, = HMAC(CT,, K

CTy=Eneeg(My, Kygs) |

+#” Transmission range  “«.
Node 2 and Node 3

.

Noad range’|
Node 3 and Node 4
o [MAG [\

\

CTy=Encyps(My, Kyps) ||
MAC; = HMAC(CT,, Kipgac)

A

Symmetric key distribution (1t phase)

SysAdmin  NetAdmin

ITDeveloper T

SystemTeam  NetworkTeam

HeadOf
Thilding 0

CTyp=Encaps(M K

Cert, obtamed from CA wi

HeadOf HeadOf

CTyy=Encep.ans(PK. Ty, K7 _izd) ||

es) ||
Siguy= Sign{CTl| T, 58 |

hich includes pk;

ITDept AdminDiv
7

ITDept /1 st
£ 1 el
ITheildle |

Src: Amang Sudarsono and Toru Nakanishi, “A Secure Data Exchange System in Wireless Delay 1olerant Network Using Attribute-Based Encryption”, Journal of Information Processing, Vol. 25, pp. 234-243, 2017.

Coatent data transfer (3™ phase

14
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Health Center
@ in Village
@

Hospital in City

Carrier

[
0 Server : ’ NOlde
E Operator ‘Hd""l_)')("'”\'

[ Pi)

S .
| ‘---- Transmit data to village
| Transmit data to city

Medics Doctor
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Monitoring using CP-ABE

ECDSA
SIGNING SIGNATURE
e )T
—
S=rs
4 Saper
[ITValwduiH

5 -SER\TR Manager | perawat

Dokter

[
ﬁﬂ:‘; - Spesialls
VERIFICATION i "I
| I

pueptachy ‘gubustvi

mxy[mﬁh ) (|| e, et
JEm—
4

Jrs—" k

Department
Gigi Dan Mulut

Pasien C6

. sasehadnl
H I Ivvalid wakTExwba
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Pseudonym-based GS Mechanism
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By using User’s credential, a

Made by a user. But, I
do not know who he is.

ANONYMOUS

pseudonym is created in each

signing on a message

" pseudonym-based Signature | o

Verifier
BmVerifies sig.

- Certificate obtained from TA
includes User’s credential
(secret keys)

Trusted Authority

(TA)

17

with Privacy Protection (Pseudonym-based GS)

Vehicular Crowdsensing, V2V and V2R Secure Comm'f: Politeknik Elektronika Negeri Surabaya
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B

Customers

Task release
Report retrieval
Result response

Report query fii ¢
and aggregation h .

Warning!!!

Anda terdeteksi melakukan gerakan
“Zig-zag" terlalu banyak.

Tetap fokus dan berhati-hatilah
dalam berkendara

Tekan: Saya akan berhati-hati untuk
mematikan alarm

Data
collection and _ .- --------.__
rep i

Ref: J. Ni, A. Zhang, X. Lin, and X. (Sherman) Shen, "Security, Privacy, and Fairness in Fog-Based Vehicular Cro vdse

YA, SAYA AKAN FOKUS & BERHATI-HATI

r deceleration,
cidents, etc.
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